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Introduction

Windows Server® 2008 Enterprise and Windows Server® 2008 Datacenter provide the enhanced features and capabilities you need to accomplish identity and access management. With a focus on security features and ease of use, these solutions help businesses boost productivity, reduce IT costs, and eliminate the complexity of identity and access management.
Microsoft Identity and Access (IDA) solutions are a set of technologies designed to help organizations manage user identities and associated access privileges. At the center of it all are identity and access infrastructure and solutions that manage users, devices, their access, what credentials they need and how they are configured, and the rules or policies governing their behavior. 

The enhanced identity and access management tools in Windows Server 2008 Enterprise and Windows Server 2008 Datacenter help meet business needs in:

· Security features and compliance

· Operational efficiency
· Business enablement
This white paper discusses the enhanced identity and access management features and capabilities in Windows Server 2008 Enterprise and Windows Server 2008 Datacenter.
Security Features and Compliance

Using Windows Server 2008 Enterprise and Datacenter, you can reduce the risk of information security breaches by ensuring that only authorized users can gain access to applications and information. Windows Server 2008 Enterprise and Datacenter allow organizations to boost compliance by ensuring that every user has proper access to resources, creating auditable processes for access rights, and deploying strong authentication and single sign-on (SSO) capabilities.

Operational Efficiency

With Windows Server 2008 Enterprise and Windows Server 2008 Datacenter, you can reduce IT costs and increase business and IT productivity. These editions help you achieve this by enabling you to aggregate digital identities across the enterprise into a single view, manage user provisioning and certificates in a single place, and simplify user access to multiple applications and information.

Business Enablement

Windows Server 2008 Enterprise and Windows Server 2008 Datacenter not only help secure and manage IDA, but it also extend it. Using Windows Server 2008 Enterprise and Windows Server 2008 Datacenter, you can collaborate more efficiently with partners and customers by securely sharing identities across organizational boundaries and enabling cross-organizational business and collaboration. This opens up new business possibilities and deepens business interconnection from your supply chain to offshore staffing opportunities.
Windows Server 2008 Enterprise and Windows Server 2008 Datacenter Identity and Access Features 

Windows Server 2008 Enterprise and Windows Server 2008 Datacenter provide a comprehensive and integrated identity and access management platform. Innovations such as Federated Rights Management provide effective support for enhancing security and compliance, improving operational efficiency, and enabling new business initiatives and processes. The Microsoft IDA platform is built on Active Directory® and provides familiar interfaces for IT professionals, developers, and information workers to ensure that your entire organization can participate in safeguarding sensitive information while easily collaborating with others inside and outside the organization. 
Federated Identity: Active Directory Federation Services

In an increasingly interconnected world, organizations need to provide efficient and secure access to their internal systems and data for external entities such as business partners, customers, and mobile employees.

Active Directory Federation Services (AD FS) is a server role in the Windows Server 2008 Enterprise and Windows Server 2008 Datacenter operating systems that you can use to create a highly extensible, Internet-scalable, and secure identity access solution that can operate across multiple platforms, including both Windows and non-Windows-based  environments. 

AD FS provides a Web-based SSO solution that authenticates users to multiple Web applications over the life of a single browser session, allowing  "no prompt" access to protected Internet-facing applications, even when the user account and applications are located in completely different networks or organizations.
This allows business-to-business collaboration and transactions between trusted partner organizations allowing each organization to use its own local accounts for authentication and access. These trusted partners can include external third parties, other departments, or subsidiaries in the same organization.

This feature is not available in Windows Server® 2008 Standard, making Windows Server 2008 Enterprise or Windows Server 2008 Datacenter the ideal choice for your identity and access management needs.

Identity Management Automation

When applications are in one network and user accounts are in another, it is typical that users will be prompted for secondary credentials when they attempt to access the application. These secondary credentials represent the user's identity in the realm where the application resides. They are usually required by the Web server hosting the application so that it can make the most appropriate authorization decision. 

AD FS enables organizations to bypass the need for secondary accounts by providing trust relationships that you can use to project a user's digital identity and access rights to trusted partners. In this federated environment, each organization continues to manage its own identities, but it is capable of securely projecting and accepting identities from other organizations.

Microsoft® Office SharePoint® Server 2007, for example, takes full advantage of the SSO capabilities that are integrated into this version of Active Directory Federation Services. AD FS in Windows Server 2008 Enterprise and Datacenter includes functionality to support SharePoint Server 2007 membership and role providers. This means that you can effectively configure SharePoint Server 2007 as a claims-aware application in AD FS, and you can administer any SharePoint site using membership and role-based access control. The membership and role providers that are included in this version of Active Directory Federation Services are for consumption only by Office SharePoint Server 2007.

AD FS interoperates with other security products that support the WS-* Web Services Architecture. AD FS employs the federation specification of WS-*, called the WS-Federation Passive Requestor Profile (WS-F PRP). This specification makes it possible for environments that do not use the Windows identity model to federate with Windows-based environments.

External User Access

AD FS allows you greater control over external collaboration to ensure information security by using Active Directory Rights Management Services (AD RMS) to grant external user identity and content licenses

Active Directory Rights Management Services and Active Directory Federation Services can be integrated in such a way that organizations can take advantage of existing federated trust relationships to collaborate with external partners and share rights-protected content. For example, an organization that has deployed AD RMS can set up federation with an external organization by using AD FS. The organization can then use this relationship to share rights-protected content across the two organizations without requiring a deployment of AD RMS in both organizations.

Windows Server 2008 enables a new way to protect sensitive information that is both more comprehensive and easier to administer. As in Windows Server® 2003, AD FS enables one organization to set up a federated trust with another organization. Users sign in once—to their local domain—and gain access to a partner domain through identity and access federation. Because AD RMS has been integrated with AD FS in Windows Server 2008, a federated trust now allows AD RMS to grant appropriate RMS permissions to an external user without requiring them to sign in locally or have their own AD RMS server. 

This scenario is called “secure federated collaboration.” In essence, an administrator inside a company with a need to share RMS-protected information no longer needs to maintain separate usernames and passwords for external users. External users experience a single sign-on that enables them to access RMS-protected content as appropriate without the need to keep track of multiple identities. 
In short, sharing confidential information securely—whether with partners, suppliers, or customers—has become much easier. Once external users are authenticated, RMS will automatically provide all appropriate licenses to allow external users to work with an organization’s sensitive internal content. Administrators gain granular control over how these external users interact with protected content, including the ability to define templates that can apply to multiple partners’ relationships.

In Windows Server 2008, AD FS and AD RMS work together to enable users from different domains to securely share documents based on federated identities, rather than local Active Directory profiles. It can interpret AD FS claims to authenticate users and control their access to content.  When external users sign on to their local Active Directory domains, they are provided with federation claims that contain their credentials and the access rights they should be granted. 

This creates a powerful new content sharing scenario—federated document collaboration—that eliminates the need to maintain shadow accounts for external users and provides those users with SSO access to RMS-protected content. Once two entities have set up a federated trust, users can share and utilize protected content almost as if they were in the same domain.  Administrators at the resource provider can control the fine points of who has what kind of access to what kinds of content without needing to manage identities for individual users.
New Business Processes

Active Directory Federation Services provides the interoperability required to simplify the secure sharing of digital identities and policies across organizational boundaries. AD FS provides a seamless, yet secure, experience for  customers, partners, suppliers, and mobile employees to gain access to the information they need to collaborate.

Using Windows Server 2008 and AD FS, organizations can develop new and simpler business processes to enable internal and external users to share resources and information. With AD FS, you can:
· Enhance collaboration and efficiency between organizations by enabling flexible information sharing and collaboration with high levels of security and control.
· Allow remote offices, mobile workers, and subsidiaries to access corporate resources more quickly and simply.
· Create more flexible ways to collaborate securely with customers and partners.
· Free IT resources from repetitive manual high-cost/low-value workloads, to focus on higher value activities.
· Collaborate more efficiently with partners and customers by securely sharing identities across organizational boundaries and enabling cross-organizational business and collaboration.

Strong Authentication: Active Directory Certificate Services

Active Directory Certificate Services (AD CS) provides customizable services for creating and managing public key certificates used in software security systems that employ public key technologies. Organizations can use Active Directory Certificate Services to enhance security by binding the identity of a person, device or service to a corresponding private key. AD CS also includes features that enable you to manage certificate enrollment and revocation in a variety of scalable environments.
The Windows Server 2008 and Windows Vista® operating systems introduce new functionality for AD CS including a new COM enrollment control, a new enrollment DLL, and the introduction of Simple Certificate Enrollment Protocol (SCEP), a public key infrastructure (PKI) communication protocol.

In Windows Server 2008 Enterprise and Windows Server 2008 Datacenter, organizations can permit an enrollment agent to enroll only a certain group of users. The restricted enrollment agent features allow an enrollment agent to be used for one or many certificate templates. For each certificate template, you can choose which users or security groups the enrollment agent can enroll on behalf of. The restricted enrollment agent is not available on a Windows Server 2008 Standard-based certification authority (CA).
AD CS gives organizations a cost-effective, efficient, and secure way to manage the distribution and use of certificates. Among the new features of AD CS in Windows Server 2008 are:

· Improved enrollment capabilities that enable delegated enrollment agents to be assigned on a per-template basis. 

· Integrated SCEP enrollment services for issuing certificates to network devices such as routers.

· Scalable, high-speed revocation status response services combining both Certificate Revocation Lists (CRLs) and integrated Online Responder services.

With strong security features and easy administration across the Internet, extranets, intranets, and applications, AD CS provides customizable services for issuing and managing the certificates used in software security systems employing public key technologies.

New technologies that help secure access beyond usernames and passwords in Windows Server 2008 include Cryptography API: Next Generation (CNG), granular administration model, certificate templates, enterprise-wide public key infrastructure (PKI) management, and support for the latest standards. These new authentication technologies can help:

· Lower total cost of ownership (TCO) through improved life cycle management.

· Improve security features and more easily ensure regulatory and privacy compliance.

· Simplify and gain more flexibility with deployment.

Together with Microsoft® Identity Lifecycle Manager 2007 (ILM), AD CS provides the foundation for strong authentication and certificate life cycle solutions that are effective, easy to manage, and simple to deploy.

Improved Certificate Management

There are a number of enhancements to the public key infrastructure in Windows Server 2008. There have been improvements in manageability throughout all aspects of Windows PKI; certificate revocations services have been redesigned, and there is a decreased attack surface for enrollment. PKI enhancements include:

· Easier management through PKIView

· Certificate Web Enrollment

· Network Device Enrollment Service

· Certificate policy settings
· Certificate deployment changes

· Online Certificate Status Protocol (OCSP) support

· Certificate management with Group Policy

The new certificate management improvements simplify the management of millions of certificates from a single certificate store by integrating with Microsoft Management Console. The improvements also lower the cost of ownership by leveraging full integration with Active Directory for enrollment, storage, and the revocation process.

PKIView provides a view of the status of the network's PKI environment. Having a view of all CAs and their current health states enables administrators to manage CA hierarchies and troubleshoot CA errors more easily and effectively. 

The Network Device Enrollment Service (NDES) is Microsoft's implementation of the SCEP, and used to be called Microsoft Simple Certificate Protocol (MSCEP). SCEP is a PKI communication protocol that makes it possible for software running on network devices such as routers and switches, which cannot otherwise be authenticated on the network, to enroll for x509 certificates from a CA. 

Certificate templates provide a practical way to implement certificate enrollment in a managed Active Directory environment with Enterprise Certificate Authority. The CA administrator can define the blueprint for certificates that are enrolled from Enterprise CAs. V3 templates can leverage the latest cryptographic algorithms introduced in Windows Server 2008; administrators can also ensure that CA-related communications between clients and the CA occur in the most secure fashion. Windows Server 2008 introduces a completely new default template that allows clients to validate the certificate source using Kerberos authentication.

One important change in Windows Server 2008 and Windows Vista is the addition of Cryptography Next Generation (CNG). CNG supports Suite-B algorithms, making it possible to use alternate and customized cryptographic algorithms for encryption and signing certificates.
User and computer certificates can be deployed by using a number of mechanisms, including auto-enrollment, the Certificate Request Wizard, and Web enrollment. 

AD CS provides an easier way to issue and manage certificates, including those binding the identities of hardware devices. This makes the use of certificates as a way of securing and tracking hardware assets tenable, and improves hardware life cycle management from the initial provisioning to the final decommissioning of the device.
Improved Security Features

Certificate settings in Group Policy enable administrators to manage the certificate settings on all the computers in the domain from a central location. Configuring the settings by using Group Policy can affect changes throughout the entire domain.

In Windows Server 2008, all the following types of certificates can be distributed by placing them in the appropriate certificate store in Group Policy:

· Trusted root CA certificates

· Enterprise trust certificates

· Intermediate CA certificates

· Trusted publisher certificates

· Untrusted certificates

· Trusted people (peer trust certificates)

Certificate revocation is a necessary part of the process of managing certificates issued by CAs. The most common means of communicating certificate status is by distributing CRLs. In Windows Server 2008 public key infrastructures where the use of conventional CRLs is not an optimal solution, an Online Responder based on the OCSP can be used to manage and distribute revocation status information.

Unlike CRLs, which are distributed periodically and contain information about all certificates that have been revoked or suspended, an Online Responder receives and responds only to requests from clients for information about the status of a single certificate. The amount of data retrieved per request remains constant no matter how many revoked certificates there might be. 

An Online Responder Array can be created and additional Online Responders added to the array for a number of reasons, including fault tolerance in case an individual Online Responder becomes unavailable, geographic considerations, scalability, or network design considerations.

Directory Services: Active Directory Domain Services

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices on the network. Active Directory Domain Services helps administrators securely manage this information and facilitates resource sharing and collaboration between users. AD DS is also required to be installed on the network to install directory-enabled applications such as Microsoft® Exchange Server and for applying other Windows Server technologies such as Group Policy.

AD DS in Windows Server 2008 includes improvements to help you deploy AD DS more simply and securely. For example, AD DS includes a new type of domain controller called a read-only domain controller (RODC). An RODC hosts read-only partitions of the Active Directory database. RODCs provide a way for you to deploy domain controllers in scenarios in which physical security cannot be guaranteed, such as branch office locations, or when storing all domain passwords locally is considered a primary threat, such as in extranets or an application-facing role. 
AD DS in Windows Server 2008 also includes an updated Active Directory Domain Services Installation Wizard and changes to the Microsoft Management Console (MMC) snap-in functions that manage AD DS so that you can manage users and resources more efficiently. 

AD DS includes fine-grained password policies that make it possible for you to apply different password and account lockout policies to users and global security groups in the same domain. This can reduce the number of domains that you might need to manage. 
You can use restartable AD DS to stop AD DS so that you can perform offline operations such as defragmentation of Active Directory objects. This decreases the time necessary to perform such operations because the domain controller no longer has to be restarted in Directory Services Restore Mode—as it does in Windows Server 2003.

Fine-Grained Password Policies

The Windows Server 2008 operating system provides organizations with a way to define different password and account lockout policies for different sets of users in a domain. In Microsoft® Windows® 2000 and Windows Server 2003 Active Directory domains, only one password policy and account lockout policy could be applied to all users in the domain. These policies were specified in the Default Domain Policy for the domain. As a result, organizations that wanted different password and account lockout settings for different sets of users had to either create a password filter or deploy multiple domains. Both options are costly for different reasons.

You can use fine-grained password policies to specify multiple password policies within a single domain and to apply different restrictions for password and account lockout policies to different sets of users in a domain. 

For example, you can apply stricter settings to privileged accounts and less strict settings to the accounts of other users. In other cases, you might want to apply a special password policy for accounts whose passwords are synchronized with other data sources.

Fine-grained password policies enable administrators to specify multiple password policies and different password restrictions, enabling more flexible business processes.

Streamlined Installation Option

In Windows Server 2008, the AD DS installation wizard has been updated to be more streamlined and to offer additional functionality.

In the new wizard, related functionality is now grouped together. For example, all error-checking for local network settings, such as TCP/IP and Domain Name System (DNS) client settings, are grouped together. Functionality that is relevant only to the creation of a new domain, such as the NetBIOS name, is requested right after you select the option to create a new domain.

Additional Wizard improvements include the following:

· By default, the wizard now uses the credentials of the user who is currently logged on. You are prompted for additional credentials if they are needed.

· On the Summary page of the wizard, you can export the settings that you have selected to a corresponding answer file that you can use for subsequent operations (installations or uninstallations).

· You can now omit your administrator password from the answer file. Instead, type password=* in the answer file to ensure that the user is prompted for account credentials.

· You can pre-populate the wizard by specifying some parameters on the command line, reducing the amount of user interaction that is required with the wizard.

· You can now force the demotion of a domain controller that is started in Directory Services Restore Mode.

The Active Directory Domain Services Installation Wizard contains a new option on the Welcome page of the wizard to enable advanced mode as an alternative to running Dcpromo with the /adv switch (for example, dcpromo /adv). Advanced mode exposes additional options that enable more advanced configurations and provide experienced users with more control over the operation. The additional options in advanced mode include the following:

· Creating a new domain tree.
· Using backup media from an existing domain controller in the same domain to reduce network traffic that is associated with initial replication.
· Selecting the source domain controller for the installation.
· Modifying the NetBIOS name that the wizard generates by default.
· Defining the password replication policy for a Read-Only Domain Controller.
To ensure that a newly installed DNS server operates correctly, DNS is automatically configured for DNS client settings, forwarders, and root hints, as necessary, based on the installation options that are selected.

You can perform a staged installation of an RODC, in which the installation is completed in two stages by different individuals. You can use the Active Directory Domain Services Installation Wizard to complete each stage of the installation.

The second stage of the installation installs Active Directory Domain Services on the server that will become the RODC. This stage typically occurs in the branch office where the RODC is deployed. During this stage, all Active Directory Domain Services data that resides locally, such as the database, log files and so on, is created on the RODC itself. The installation source files can be replicated to the RODC from another domain controller over the network, or you can use the install from media (IFM) feature. To use IFM, use Ntdsutil.exe to create the installation media. 

Improved Security Features
With Windows Server 2008, AD DS offers a number of new security features, including the ability to:

· Improve security features for distributed architectures and gain more audit detail for management and compliance.
· Improve security for distributed architectures, using RODC as a new deployment option for Active Directory that provides for a read-only copy of an AD DC.
· Provide security in the event of a compromised or stolen branch office domain controller.
· Deploy an RODC to secure forest architecture when physical security is inadequate.
· Improve security with integration support for the latest encryption technologies, including AES encryption at a 128-, 192-, or 256-bit level.
· Gain more detail from auditing and tracking functionality, and provide granular information on directory changes.
AD DS enables you to simplify change management tracking with the new audit policy subcategory, Directory Service Changes, to log old and new values when changes are made to Directory Service objects and their attributes.

The types of changes that you can audit are create, modify, move, and undelete operations that are performed on an object. The events that are generated by these operations appear in the Security log. 

The ability to identify how object attributes change makes the event logs more useful as a tracking mechanism for changes that occur over the lifetime of an object.

With the new audit policy subcategory Directory Service Changes, successful changes to the directory are logged along with the previous and current attribute values. Settings for both Directory Service Access and Directory Service Changes are stored in the Local Security Authority (LSA) database. They can be queried with new LSA APIs. 

Enabling the global audit policy Audit directory service access enables all the directory service policy subcategories. You can set this global audit policy in the Default Domain Controllers Group Policy (under Security Settings\Local Policies\Audit Policy). In Windows Server 2008, this global audit policy is enabled by default. Therefore, the subcategory Directory Service Changes is also enabled by default. This subcategory is set only for success events.

To avoid the possibility of an excessive number of events being generated, there is an additional control in the schema that you can use to create exceptions to what is audited.

Summary

Windows Server 2008 includes several identity management features designed to help improve security, increase operational efficiency, and enable business. Top-level identity management features, including updates, additions, and changes to Active Directory, help simplify and extend access while providing the security capabilities to help organizations guard against threats and attacks. Advanced security enhancements like RODCs harden the operating system and protect server environments to ensure customers have a solid foundation on which to build their business.
Microsoft Identity and Access solutions improve operational efficiency by reducing IT costs. The solutions also increase business and IT productivity by aggregating digital identities across the enterprise into a single view, managing user provisioning and certificates in a single place, and simplifying user access to multiple applications and information. 
Features like Active Directory Federation Services extend IDA so that it can become a means of enabling business, enabling new relationships with suppliers, partners, and customers. AD FS makes Windows Server 2008 Enterprise and Windows Server 2008 Datacenter the best choices for a comprehensive IDA solution.

Windows Server 2008 is a core component of Microsoft Identity and Access solutions which focus on helping businesses boost productivity, reduce IT costs, and eliminate the complexity of identity and access management.
Evaluate the advanced IDA features of Windows Server 2008 Enterprise and Windows Server 2008 Datacenter for your organization. Go to www.microsoft.com/windowsserver2008/enterprise for more information.
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